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» Etudes secondaires au Lyceée Dachsbeck

» 2000-2004: License en sciences mathématiques, orientation statistiques,
probabilités et recherche opérationnelle. ULB

» 2004-2005: Diplome d’Etudes Spécialisées en statistiques. ULB
» 2006-aujourd’hui: Atos Worldline: Business Analytics Expert

- Fraud Risk Management in Practice An Atos Origin™ Combpanv
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Transaction
» Terminal Vendor
» Processor and Acquirer for I!I
» Purse Cards (Proton) PG

» Debit Cards (BC/MC, Maestro, VPay)
» Credit Cards (Visa, MasterCard)
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» Some stats

» Number of transactions 1.121 million

- BC/MC 848 million
» Amount of transactions €83.400 million
» Number of cards 13 million

» That’s about €2.010 per second
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» Awareness

» Technical infrastructure
» EMV
» 3D-Secure

» (Mass-) blocking
» Cardstop

» Chargeback

» Transaction scoring

» Case investigation
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» Centralisation

» Independence
» Embedded flexibility

Bancontad
PROTON VISA
Mister Cash {

- Fraud Risk Management in Practice

vendredi 25 février 2011



http://www.andreae.com/images/Pictures_and_Logos/Maestro%2520Logo.gif
http://www.andreae.com/images/Pictures_and_Logos/Maestro%2520Logo.gif
http://www.google.be/imgres?imgurl=http://www.atosworldline.be/adminV3/ContentManager/display/000/506/603/5066034.jpg&imgrefurl=http://www.atosworldline.be/index/fr_FR/5107014/5168822/V-PAY.htm&usg=__NYgnJWIWQsUJexfEJN-pbraHq-M=&h=400&w=400&sz=74&hl=fr&start=1&zoom=1&itbs=1&tbnid=E5IGf0x9V4IPEM:&tbnh=124&tbnw=124&prev=/images?q=vpay&hl=fr&gbv=2&tbs=isch:1&ei=TxJmTd7VBsm0tAbGldjrDA
http://www.google.be/imgres?imgurl=http://www.atosworldline.be/adminV3/ContentManager/display/000/506/603/5066034.jpg&imgrefurl=http://www.atosworldline.be/index/fr_FR/5107014/5168822/V-PAY.htm&usg=__NYgnJWIWQsUJexfEJN-pbraHq-M=&h=400&w=400&sz=74&hl=fr&start=1&zoom=1&itbs=1&tbnid=E5IGf0x9V4IPEM:&tbnh=124&tbnw=124&prev=/images?q=vpay&hl=fr&gbv=2&tbs=isch:1&ei=TxJmTd7VBsm0tAbGldjrDA

Detection Strategy A&gg:_ﬁ;ne

» Centralisation

» Independence
» Embedded flexibility

Bancontact VISA y '7 mo : v
PR.TON m‘
Mistcr Cash banxaf Ly

— — — — — — — —
— — — — — — — —
— — — — — — — —
[— [—
[ [ [ [
Issuer Acquirer

- Fraud Risk Management in Practice

vendredi 25 février 2011



http://www.andreae.com/images/Pictures_and_Logos/Maestro%2520Logo.gif
http://www.andreae.com/images/Pictures_and_Logos/Maestro%2520Logo.gif
http://www.google.be/imgres?imgurl=http://www.atosworldline.be/adminV3/ContentManager/display/000/506/603/5066034.jpg&imgrefurl=http://www.atosworldline.be/index/fr_FR/5107014/5168822/V-PAY.htm&usg=__NYgnJWIWQsUJexfEJN-pbraHq-M=&h=400&w=400&sz=74&hl=fr&start=1&zoom=1&itbs=1&tbnid=E5IGf0x9V4IPEM:&tbnh=124&tbnw=124&prev=/images?q=vpay&hl=fr&gbv=2&tbs=isch:1&ei=TxJmTd7VBsm0tAbGldjrDA
http://www.google.be/imgres?imgurl=http://www.atosworldline.be/adminV3/ContentManager/display/000/506/603/5066034.jpg&imgrefurl=http://www.atosworldline.be/index/fr_FR/5107014/5168822/V-PAY.htm&usg=__NYgnJWIWQsUJexfEJN-pbraHq-M=&h=400&w=400&sz=74&hl=fr&start=1&zoom=1&itbs=1&tbnid=E5IGf0x9V4IPEM:&tbnh=124&tbnw=124&prev=/images?q=vpay&hl=fr&gbv=2&tbs=isch:1&ei=TxJmTd7VBsm0tAbGldjrDA

Detection Strategy A&gg:_ﬁ;ne

» Centralisation

» Independence
» Embedded flexibility

Bancontact M
PROTON v' s A Adnbd
Fistr Cash - - - bavare 4

Issuer Acquirer
Counterfeit Lost/Stolen E-Com

- Fraud Risk Management in Practice

vendredi 25 février 2011



http://www.andreae.com/images/Pictures_and_Logos/Maestro%2520Logo.gif
http://www.andreae.com/images/Pictures_and_Logos/Maestro%2520Logo.gif
http://www.druivensuiker.be/wp-content/uploads/2006/10/ie7.jpg
http://www.druivensuiker.be/wp-content/uploads/2006/10/ie7.jpg
http://www.govaart.eu/uploaded_images/dief-742725.jpg
http://www.govaart.eu/uploaded_images/dief-742725.jpg
http://www.govaart.eu/uploaded_images/dief-742725.jpg
http://www.govaart.eu/uploaded_images/dief-742725.jpg
http://www.govaart.eu/uploaded_images/dief-742725.jpg
http://www.govaart.eu/uploaded_images/dief-742725.jpg
http://www.google.be/imgres?imgurl=http://www.atosworldline.be/adminV3/ContentManager/display/000/506/603/5066034.jpg&imgrefurl=http://www.atosworldline.be/index/fr_FR/5107014/5168822/V-PAY.htm&usg=__NYgnJWIWQsUJexfEJN-pbraHq-M=&h=400&w=400&sz=74&hl=fr&start=1&zoom=1&itbs=1&tbnid=E5IGf0x9V4IPEM:&tbnh=124&tbnw=124&prev=/images?q=vpay&hl=fr&gbv=2&tbs=isch:1&ei=TxJmTd7VBsm0tAbGldjrDA
http://www.google.be/imgres?imgurl=http://www.atosworldline.be/adminV3/ContentManager/display/000/506/603/5066034.jpg&imgrefurl=http://www.atosworldline.be/index/fr_FR/5107014/5168822/V-PAY.htm&usg=__NYgnJWIWQsUJexfEJN-pbraHq-M=&h=400&w=400&sz=74&hl=fr&start=1&zoom=1&itbs=1&tbnid=E5IGf0x9V4IPEM:&tbnh=124&tbnw=124&prev=/images?q=vpay&hl=fr&gbv=2&tbs=isch:1&ei=TxJmTd7VBsm0tAbGldjrDA

i Atos Y&
Fraud Type Evolution \ Wortdline

- Fraud Risk Management in Practice

vendredi 25 février 2011




: Atos Y&
Fraud Type Evolution Worldline

- Fraud Risk Management in Practice

vendredi 25 février 2011




: Atos Y&
Detection Worldline

» Skimming Detection

2002

Skimming Abuse
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» Skimming Detection

2002

Abuse

2004

Skimming
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» Skimming Detection
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» Our fraud is complex and its detection a high dimensional problem, fortunately we
have lots of data

Fa_3Feb JE6 Ravent Credit Master Attack

Data Driven Fraud Detection Expert Driven Fraud Detection
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» Data management
» Data modelling
» Aggregation
» Profiling

» ‘Intelligent filtering’ toolkit
» Rules

» Data mining
Neural networks
Decision trees
Statistics

V

Filter
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Daily Average: 170.000 people Daily Average: 17 Fraud Cases.
use their Credit Card.
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» Data management

» Data modelling
» Aggregation
» Profiling

» ‘Intelligent filtering’ toolkit

» Rules

» Data mining

*  Neural networks
Decision trees
Statistics
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Confirmed

Data Mining

Daily Average: 170.000 people
use their Credit Card.
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Daily Average: 17 Fraud Cases.
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Confirmed Confirmed

Genuine Transactions Fraudulent Transactions

» Data management \ ]
» Data modelling pata Mining
» Aggregation
» Profiling

» ‘Intelligent filtering’ toolkit
» Rules
» Data minin 3 ﬂ
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» Late shift and weekend shift
» 24[7 for High Security Incidents

» Police Training

» Joint judicial actions
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» We currently protect
» 8.8 million Purse Cards,
» 2.7 million Credit Cards,
» 10.5 million Debit Cards,
» and 55.000 Credit ME'’s against Fraud
» and 4.000 ATM’s and PTO’s against Skimming

» Savings for 2010: €24 million
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Thank you for your attention
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